1. Feature Introduction

1.1 Inherit List Permission Settings

Inherit List Permission Settings

Inhenit permssion settngs :m“":;..:e:: for this kst to ol items (o custom permission
settings will be lost).
. b

This action will disable the SPB Permission Workflow in the current kst. |

Inhenit List Permission Settings ]

Clicking this button will inherit the list permission settings to all items in the list.
This will also disable the SharePointBoost Permission Workflow.

On clicking this button a popup window will prompt the administrator to confirm and
continue.
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@™ This action will cause all custom permission to be lost and will
'-._‘ __,' disable the SPB Permission Workflow. Are you sure you want to
~—  continue?
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1.2 Add or Remove Permission

Add/Remove Permission:
¢ Add permission for all items

" Remove permission for all items

The function allows the administrator to specify whether he wants to remove or add
permissions to the specified users. Thus, to remove a specific permission level, the
administrator has to check what permission level the user has for which item, and then
select to remove this specific permission level from the user.

1.3 User/Group Selection
e user or group names
e user/group columns, as well as relative lookup fields in this list

e look up users from other lists and filter them using conditions

a) Input user and group names



Enter users/groups
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Item Permission Batch provides a box to enter any user or group hame, and allows the
input of multiple users.

b) Select user/group columns, as well as relative lookup fields in this list
- Choose columns containing users or user groups

User Group columns in this st

I™ Ao deplay User Group columns n other Bsts related to Lockup columns n this kst

[T Account Name
[T Created By
[T Modified By

¢) Look up users from other lists and filter them using conditions

Choose user or group columns from another SharePoint list -

i Choose user/group columns from a different list: X I
Select a site: Select a hst:
| sHAREPOINT ] [announcements >

Select a column containing people or groups:
IT Created By
[T Modified By

¥ Add condtion
Enter a condition to determine the people or groups to which the permissions will be assigned:

& Basic C Advanced
And

1.4 Condition
Two conditions typesare provided in settings page, Basic and Advanced.

The Basic conditions help administrator to easily configure conditions.



Select permission settings:

[V Add Conditions
Enter a condition:

{¢ Basic (" Advanced
And
[Salary] is greaterthan 50000 X

The Advanced conditions provide elaborate conditions beyond basic conditions.

Select permission settings:

¥ Add Conditicns
Enter a condtion:

C Basic & Advanced

[Salary] > 50000

OI[Insen column...] | elllnscn operator...]} ~| 0'[lnsert function.. 'I

1.5 Iltem Permission Settings

The Item Permission Settings specify to which items the settings should apply, and what

permissions the users should have for these items. To specify the items affected the
users can use conditions by clicking "Add Conditions".

Item Permission Settings

Select permission settings:

™ Add Condtions

Select a permission level to assign for tem(s) in this list:
I Full Control - Has full control.

I~ Design - Can view, add, update, delete, approve, and customize,
 Contribute - Can view, add, update, and delete list Rems and documents.
I~ Read - Can view pages and list items and download documents.

[T View Only - Can view pages, list tems, and documents, Document types with server-side file handlers can be viewed in the
browser but not downloaded.

I™ Approve - Can edt and approve pages, list Rems, and documents.
I Manage Hierarchy - Can create sites and edit pages, list tems, and documents.

I™ Restrictad Read - Can view pages and documents, but cannct view historical varsions or user parmissions,

Add permission settings

After that, the permission level has to be set. These permission levels are pulled from
the Site Collection permission settings.



The option "Add permission settings" will open a similar pane, so that several different
permission settings can be created for similar users.

2. Example
In a situation where the permissions for each item have been changed manually,

changing the permissions on list level will not yield any results. The screenshot below
displays the list level settings for the current list.
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As information in this list is confidential, the permissions have been changed for each
item. With the current setup each users can only view the items related to them, but they
cannot make any changes.

HR » Permissions: Mike Miller
SHAREPQINT HR Administration Finace HR
This list tem has unique permissions.

Contract Library r Mike Miller (ACD'ynike

This means no matter if you add or remove permissions at list level, for the items with
specifically set conditions, these changes would not take effect. However, the HR
Manager and the Owner should be able to make changes and approve them. In the
current set up, the administrator would have to change the permissions for every item
one by one.



Item Permission Batch can solve this issue by changing the permissions of all existing
items in a list. To do so click on the Item Permission Batch link in the list settings.

Permissions and Management

Delete this list

Save list as template

]

ermissions for this list

Workflow Settings

Enterprise Metadata and Keywords Settings

Information management policy settings

Generate file plan report

Column Permission settings (Powered by SharePointBoost)
View Permission settings (Powered by SharePointBoost)

Item Permission Batch settings (Powered by SharePointBoost)

In the next screen the administrator can specify how to change permissions for the items.

To add permissions for the Administration Manager, Iltem Permission Batch provides the
option to look up this information from another list.

Firstly the administrator has to select the site to look up from, and then the list. Here we
pull information from the same site, but instead use the list HR Info.

The administrator has to specify further which User/Group column in this list shall be the
source of the user for whom to add permissions, in this case it is the "Account Name"
column. The final step requires filtering the information from this column using conditions.
These conditions can be based on any column in this list. Here, the condition to select
the Administration Manager would look like this:



- Choose user or group columns from another SharePoint list

Choose user/group columns from a different list: X
Select a ste: Select a3 list:

| HR =l |HR Info =]

Select a column containing people or groups:

v Account Name

A
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(MR Info).Department] is equalto  Administration
(HR Info).Position] 15 egualto Mansger W

Then, the administrator has to set what permissions the Administration Manager has.
This can be done by simply checking the checkboxes for the desired permissions levels.
In this case, the Administration Manager should have permission to Contribute.

Item Permission Settings

Select permission settings:

[~ Add Conditions

Select a permission lavel to assign for item(s) in this kist:

I” Full Control - Has full control.

I Des gn - Can view, add, update, delete, approve, and customize.

I Contribute - Can view, add, update, and delete list tems and documents

™ Read - Can view pages and list items and download documents

Can view pages, kst tems, and documents, Document types with server-side hile handiers can be viewed in the

prowser dbut not downloaded.

T Approve - Can edit and approve pages, list tems, and documents

[T Manage Hierarchy - Can create sites and edit pages, list items, and documents

[T Restricted Read - Can view pages and documents, but cannot view histoncal varsions or user Parmissions

Add permussion settings
After clicking Apply Permission Settings button, above Contribute permission level is
assigned to users presented by Account Name column.

Then the permissions settings for the Owner should be set. Here the administrator can
just enter his name and specify the permission level he should have.

Enter users/groups-

Anthooy Bodnguez




~Item Permission Settings

Select permission settings:

[T Add Conditions
Select a permission level to assign for item{s) in this list:
I™ Full Control - Has full control.

I™ Design - Can view, add, update, delete, approve, and customize.
[~ Contribute - Can view, add, update, and delete list items and documents.
[T Read - Can view pages and list items and download documents.

I™ View Only - Can view pages, list tems, and documents. Document types with server-side file handlers can be viewed in the
browser but not downloaded.

W Approve - Can edt and approve pages, list tams, and documents.
[~ Manage Hierarchy - Can create sites and edit pages, list Rems, and documents.
I Restricted Read - Can view pages and documents, but cannot view historical versions or user permissions.

Add permission settings

After the changes take effect, the item permissions have changed. From now on, each
user has read permission for his own item, while the Administration Manager has
Contribute permissions and the Owner has Approve permissions.

HR » Permissions: Mike Miller

Use this page to assign users and groups permission to this list item.

SHAREPOINT HR  Administration Finace @ HR

This list item has unique permissions.

Libraries O Name Type Permission Levels
Contract Library = Anthony Bodriguez (ACD\anthony) User Approve
AAA r Mike Miler (ACD\mke) User Read
Doc Library
G Sally Wong (ACD\sally) User Contribute



